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1. Executive Summary
The project began as a hands-on Wazuh Security Operations Center lab designed to build practical 
experience in security monitoring, alerting, File Integrity Monitoring (FIM), custom detection rules, Active 
Response and incident investigation. The environment collected telemetry from Windows and Linux 
endpoints and used Wazuh as the central monitoring and analysis platform.

After the original investigation workflow was completed, the project was extended with a local AI-assisted 
Tier 1 SOC triage capability. Testing showed that a language model should not be treated as the authority 
for deterministic security state. A Python policy engine, output validator and human ground-truth 
benchmark were therefore added to create a controlled human-in-the-loop architecture.

 Functional Wazuh server with Windows and Linux agents.
 Windows Sysmon and Linux telemetry integrated into Wazuh.
 Custom SOC dashboards for severity, account-management and SSH activity.
 Real-time FIM on multiple Windows and Linux paths.
 Custom rules for Guest account enablement, Remote Desktop Users membership changes and repeated 

SSH failures.
 Active Response using firewall-drop to block the source of repeated SSH authentication failures.
 Formal evidence timeline and investigation using the Investigation Structure + Collected Lab Evidence.
 Local Ollama/Qwen benchmark across four SOC test cases with deterministic policy enforcement and 

output validation.

Figure 1 - Project progression from the original Wazuh SOC build through investigation and the independently engineered AI-assisted 
extension.
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2. Original Project Scope and Roadmap
The original project objective was to build a beginner-friendly, on-premises SOC lab using virtual machines 
and Wazuh. The progression moved from platform fundamentals through deployment, endpoint 
integration, telemetry validation, dashboard development, FIM/custom rules, Active Response and incident 
investigation.

Phase Original objective Completed implementation

1 - Fundamentals
Understand Wazuh architecture and SOC 
role

Wazuh components, agents, indexer, 
dashboard and manager roles reviewed.

2 - Deployment
Deploy Wazuh and prepare telemetry 
pipeline

Dedicated all-in-one Wazuh server 
configured at 10.1.10.50.

3 - Endpoint Integration Connect Windows and Linux endpoints
Windows agent ID 001 and Linux agent ID 
002 active.

4 - Telemetry Validation Generate and review security events
Windows Security, Sysmon, Linux journald 
and archive events verified.

5 - Dashboard Development Build analyst-focused visualizations
Custom SOC Operations Dashboard built for 
alert severity, account events and SSH 
activity.

6 - Detection & FIM Monitor files and create custom detections
Windows/Linux real-time FIM plus custom 
rules 100100 and 100101.

7 - Active Response Automatically respond to suspicious activity
SSH correlation rule 100102 triggered 
firewall-drop against 10.1.10.51.

8 - Investigation Investigate and document a security event
Evidence timeline, findings, 5W1H 
assessment and recommendations 
produced.
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3. Original SOC Lab Architecture
The original Wazuh architecture used a dedicated Wazuh server and monitored Windows/Linux endpoints 
on VMware VMnet8. ADC1 supplied lab Active Directory, DNS and DHCP services, while Kali remained 
isolated for security testing. The auxiliary Ubuntu system at 10.1.10.52 was later reused as the AI/Ollama 
host.

Figure 2 - Original Wazuh SOC lab network diagram. The dedicated Wazuh server is 10.1.10.50; monitored endpoints are 10.1.10.51 and 
10.1.10.53.

System IP Role

ADC1 10.1.10.10 Windows Server 2019 - AD DS / DNS / 
DHCP

wazuh-srv-01 10.1.10.50 Wazuh Manager / Indexer / Dashboard / 
Filebeat

LABSWIN-11-01 10.1.10.51 Windows 11 endpoint - Wazuh Agent + 
Sysmon

wcds-app-01 / Ubuntu-Server 2 10.1.10.52 Auxiliary Ubuntu host; later local 
AI/Ollama platform

soc-linux-01 10.1.10.53 Ubuntu endpoint - Wazuh Agent + Linux 
Sysmon / SSH / FIM

Kali 10.1.10.40 Isolated security-testing VM; no default 
route

VMnet8 gateway 10.1.10.2 VMware NAT gateway
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4. Wazuh Deployment, Agents and Telemetry
The dedicated Wazuh server was configured as the central collection and analysis platform. Windows and 
Linux agents were enrolled and validated. Sysmon increased endpoint visibility, and Wazuh archives were 
enabled to support detailed investigation and historical event hunting.

 Windows endpoint: LABSWIN-11-01, agent ID 001, 10.1.10.51.
 Linux endpoint: soc-linux-01, agent ID 002, 10.1.10.53.
 Wazuh server: wazuh-srv-01, 10.1.10.50.
 Agent event communication validated on TCP 1514; enrollment on TCP 1515.
 Dashboard accessed over HTTPS 443; indexer/OpenSearch local service on 9200.
 Sysmon 15.21 installed on Windows; Linux Sysmon and journald telemetry also observed.

Figure 3 - Windows Sysmon installation and service startup validation on LABSWIN-11-01.

Figure 3A - Wazuh Windows agent service startup validation on LABSWIN-11-01.
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Figure 3B - Linux Sysmon telemetry from soc-linux-01 visible in Wazuh archives, confirming Linux endpoint collection.
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5. Dashboard Development and Detection Engineering
The SOC Operations Dashboard was developed to make triage faster by surfacing alert volume, severity, 
account-management activity and failed SSH authentication patterns. Detection engineering then moved 
beyond built-in rules to custom rules tied to specific behaviors observed in the lab.

Figure 4 - Custom MyDFIR-Ayinde SOC Operations Dashboard showing total/critical alerts, severity distribution and account-management 
activity.
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Figure 4A - Additional custom dashboard view including Linux Failed SSH Authentication Activity alongside alert and account-
management panels.

Figure 4B - Dashboard development view showing the custom visualization set being assembled.
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Rule Purpose Level Key mapping

100100 Windows Guest account enabled 12
T1098 - Account Manipulation / 
Persistence

100101
Member added to Remote 
Desktop Users group

12
T1098 - Account Manipulation / 
Persistence

100102
Multiple SSH login failures from 
the same source IP

10
T1110 - Brute Force / Credential 
Access

Evidence EV-010 - Custom rule 100101 detected a member added to the Remote Desktop Users group; Wazuh recorded Level 12 and T1098 
Account Manipulation.

Detection engineering lesson
Custom rules were built and tested against actual Wazuh field names and parent rules. AI can help draft detection 
logic, but the rule must be checked against Wazuh syntax, built-in rule relationships and live telemetry before it is 
trusted.
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6. File Integrity Monitoring
Real-time FIM was configured on both Windows and Linux. Testing deliberately exercised file creation, 
modification and deletion so the analyst could observe how Wazuh records each state change and maps it 
to detection rules.

Rule Observed event Severity Examples from lab

554 File added Level 5
C:\CompanyData\payroll.txt; 
/opt/it-config/admin-settings.conf

550
Integrity checksum changed / 
file modified

Level 7
C:\CompanyData\payroll.txt; 
/opt/finance-data/budget.txt; 
/opt/app-config/appsettings.conf

553 File deleted Level 7
C:\ITConfig\security.conf; /opt/it-
config/security.conf

Figure 5 - Windows FIM event overview showing additions, modifications and deletions across monitored paths with rules 554, 550 and 
553.
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Figure 5A - Wazuh FIM event detail used during validation of monitored file activity.

Figure 5B - Additional FIM validation evidence captured during the lab.

Attribution caution
FIM proves that a monitored file changed, was added or was deleted. File ownership metadata does not by itself 
prove which user or process performed the action. This distinction later became an explicit AI test-case requirement.
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7. SSH Abuse Detection and Active Response
Repeated SSH failures were generated against soc-linux-01. Wazuh custom rule 100102 correlated three 
failed authentication attempts from the same source IP and classified the event as brute-force activity. 
Active Response then executed firewall-drop to block the source.

Evidence EV-011 - Failed SSH authentication event on soc-linux-01 showing source 10.1.10.51, destination user fakeuser3 and Linux agent 
ID 002.
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Evidence EV-012 - Active Response context showing rule 100102, frequency 3 and the correlated SSH failures used to trigger firewall-drop.

Field Value

Source IP 10.1.10.51

Destination host soc-linux-01 / 10.1.10.53

Destination account fakeuser3

Correlation rule 100102 - Multiple SSH login failures from same source IP

Rule level 10

MITRE T1110 - Brute Force / Credential Access

Response active-response/bin/firewall-drop

Response command add

Block target 10.1.10.51
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8. Investigation Structure + Collected Lab Evidence
The original project concludes by switching from event generation to analyst investigation. This report uses 
an investigation structure built around findings, an investigation summary, 5W1H analysis, 
recommendations and the collected lab evidence before documenting the AI enhancement.

Questions used to drive the investigation
What happened? When did it happen? Which hosts were involved? Which accounts were changed? Was a file 
deleted? Was SSH abuse observed? What should be recommended?

Investigation section How this report applies it

Findings Confirmed observations derived from Wazuh alerts, Security 
events, FIM telemetry and Active Response.

Investigation Summary Chronological narrative connecting account changes, file 
activity, SSH abuse and automated response.

Who / What / When / Where / Why / How Evidence-based 5W1H analysis, with uncertainty explicitly 
recorded where telemetry cannot answer a question.

Recommendations Risk-reduction, validation and monitoring actions tied to the 
observed evidence.

Investigation standard
A confirmed event is not the same as a confirmed compromise. The report distinguishes observed facts, analyst 
interpretation and unknowns. This evidence discipline later became a core design requirement for the AI-assisted 
extension.
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9. Findings
 Windows account-management telemetry showed the local Guest account being enabled and a member 

being added to the Remote Desktop Users group.
 Real-time FIM detected Windows and Linux file creation, modification and deletion events across 

monitored paths.
 Linux FIM recorded deletion of /opt/it-config/security.conf. The file owner was root, but the telemetry 

did not identify who performed the deletion.
 Repeated SSH authentication failures were observed against soc-linux-01 for fakeuser3 from 10.1.10.51.
 Custom rule 100102 correlated three SSH failures from the same source and mapped the behavior to 

T1110 Brute Force.
 Wazuh Active Response executed firewall-drop and blocked 10.1.10.51.
 No successful SSH authentication was observed in the investigated SSH sequence, and post-containment 

SSH activity was not observed in the supplied evidence.
 The lab activity was generated for controlled testing; the investigation treats the telemetry as an analyst 

case and avoids assuming malicious intent where evidence is incomplete.
Finding discipline
Observed facts, interpretations and unknowns are kept separate. This improves defensibility of both the human 
investigation and the later AI evaluation.
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10. Investigation Summary and Master Evidence Timeline
The investigation identified a sequence of security-relevant activity across the monitored Windows and 
Linux endpoints. Account-management changes and FIM events occurred on Aug 23, followed by repeated 
SSH authentication failures and automated containment on Aug 25. Exact timestamps captured from 
Wazuh were used to build the evidence timeline.

ID Local time (UTC-4) Host Artifact / event Rule / mapping

EV-001 Aug 23 19:56:25.211 LABSWIN-11-01 C:\CompanyData\payroll.txt 
modified

550 / T1565.001

EV-002 Aug 23 20:09:06.110 LABSWIN-11-01 C:\CompanyData\payroll.txt 
added

554

EV-003 Aug 23 20:26:42.294 LABSWIN-11-01 C:\ITConfig\security.conf 
deleted

553 / T1070.004, T1485

EV-004 Aug 23 21:53:57.884 soc-linux-01 /opt/company-data/test.txt 
modified

550

EV-005 Aug 23 21:56:52.626 soc-linux-01 /opt/it-config/admin-
settings.conf added

554

EV-006 Aug 23 22:01:00.896 soc-linux-01 /opt/finance-data/budget.txt 
modified

550

EV-007 Aug 23 22:01:02.923 soc-linux-01 /opt/app-config/
appsettings.conf modified

550

EV-008 Aug 23 22:01:04.950 soc-linux-01 /opt/it-config/security.conf 
deleted

553 / T1070.004, T1485

EV-009 Aug 23 23:05:42.094 LABSWIN-11-01 Guest account enabled 100100 / Event 4722 / T1098

EV-010 Aug 23 23:36:38.960 LABSWIN-11-01 Member added to Remote 
Desktop Users

100101 / Event 4732 / T1098

EV-011 Aug 25 15:00:40-46 soc-linux-01 Three failed SSH logins from 
10.1.10.51

5760 -> 100102 / T1110

EV-012 Aug 25 15:00:48.609 soc-linux-01 Active Response firewall-
drop executed

wazuh-execd / block 
10.1.10.51

Timestamp note
The Wazuh dashboard displayed local lab time (UTC-4). Underlying alert payloads for the SSH sequence also 
contained UTC timestamps, e.g. 19:00:46Z corresponding to 15:00:46 local.
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11. Who, What, When, Where, Why and How
Question Assessment

Who

Accounts/identities visible in telemetry included adminpero, 
Guest and fakeuser3. The Remote Desktop Users event contained 
a member SID that was not resolved to a friendly username. 
These identities are evidence subjects, not automatically 
confirmed malicious actors.

What

Account enablement, remote-access group membership change, 
monitored file additions/modifications/deletions, repeated SSH 
authentication failures and automated firewall-drop 
containment were observed.

When
The principal evidence spans Aug 23-25, 2026. Exact local 
timestamps are recorded in the Master Evidence Timeline, with 
UTC correlation noted for SSH alerts.

Where

Windows activity occurred on LABSWIN-11-01 (10.1.10.51); 
Linux FIM and SSH activity occurred on soc-linux-01 
(10.1.10.53); correlation and response were handled by wazuh-
srv-01 (10.1.10.50).

Why

The telemetry does not independently establish motive or 
authorization for every event. In the controlled lab, actions 
were intentionally generated for detection/investigation testing. 
In a real incident, authorization would need to be validated.

How

Wazuh collected Windows Security, Sysmon, Linux journald 
and FIM telemetry. Built-in and custom rules generated alerts; 
rule 100102 correlated repeated SSH failures; Active Response 
invoked firewall-drop to block the source IP.
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12. Recommendations
Area Recommended action Rationale

Identity
Keep Guest disabled unless there is a 
documented business requirement; alert on 
unexpected enablement.

Guest enablement can change local access 
exposure and should be validated.

Remote access
Review membership of Remote Desktop Users 
and privileged groups; require approved 
change records.

Membership changes can expand remote-access 
capability.

SSH
Use key-based authentication where practical, 
restrict source networks and review repeated 
failures.

Reduces password-guessing exposure and 
improves attribution.

FIM
Continue real-time monitoring of security and 
application configuration paths; investigate 
unexpected deletions.

Provides early visibility into configuration 
tampering and deletion.

Detection
Retain and tune custom Wazuh rules; validate 
fields and parent-rule relationships after 
Wazuh upgrades.

Custom detections must remain aligned with 
actual telemetry.

Response
Use Active Response for well-tested conditions 
and keep rollback/recovery verification steps.

Automated containment reduces response time 
but must be controlled.

Investigation
Preserve raw archives and exact timestamps; 
separate observed facts from assumptions.

Improves defensibility and repeatability of 
investigations.

Operations
Use human review before consequential 
remediation when context is incomplete.

Prevents over-response based on ambiguous 
telemetry.
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13. Project Enhancement - AI-Assisted SOC Triage
After the original Wazuh investigation was completed, the lab was extended to evaluate whether a local AI 
model could assist a Tier 1 analyst with evidence interpretation, classification, missing-context 
identification, recommended actions and executive summaries. The enhancement remained local using 
Ollama so the design could be evaluated without relying on a paid cloud API.

What changed
The original project ended at analyst investigation and reporting. The enhancement added structured JSON test 
cases, human ground truth, a SOC playbook, Python policy engine, local Ollama/Qwen models, output validator, 
evaluator and consolidated benchmark. The original Wazuh evidence remained the source of truth.

Figure 6 - Final hybrid architecture with corrected system roles, IP addresses and a readable Wazuh -> policy -> local AI -> validator -> 
human analyst workflow.
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14. AI Implementation Progression
1. Created a reusable ~/soc-ai project structure with test-cases, ground-truth, playbook, results and runner 

directories.
2. Converted real Wazuh evidence into normalized JSON test cases and created separate human analyst 

ground-truth files.
3. Built build_prompt.py to combine the SOC playbook, test-case evidence and verified policy without 

exposing the human answer key to the model.
4. Installed Ollama locally on wcds-app-01 and benchmarked qwen2.5:1.5b and qwen2.5:3b in CPU-only 

mode.
5. Observed that raw LLM output could classify events reasonably but was unreliable for deterministic 

risk arithmetic and some incident-state fields.
6. Built policy_engine.py to calculate authoritative risk, incident and containment state using 

deterministic logic.
7. Updated the prompt so the LLM could interpret authoritative values but was not responsible for 

calculating them.
8. Built output_validator.py to compare AI output with policy state, correct contradictions and preserve an 

audit trail.
9. Built evaluator.py v1.1 to separate hard Policy Accuracy from softer Analyst Agreement.
10. Built benchmark_summary.py and generated a consolidated four-case, two-model benchmark.

Figure 7 - Local Ollama/Qwen validation: qwen2.5:1.5b returned structured JSON successfully before the full SOC pipeline was connected.
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15. AI Issues, Troubleshooting and Design Resolutions
Issue Observed behavior Engineering resolution

AI-01 - Risk arithmetic
1.5B returned 0/Low; 3B returned 30/Medium 
for the SSH case instead of 60/High.

Moved risk calculation into policy_engine.py: 
Level 10 = 40, repeated authentication = +20, 
total = 60/High.

AI-02 - Compromise inference
Models sometimes returned Observed or Not 
Observed when the evidence only supported 
Unknown.

Added deterministic incident_state fields and 
enforced them through the validator.

AI-03 - Containment contradiction
1.5B returned already_triggered=false even 
though firewall-drop had executed.

Output validator compared AI containment 
fields to the policy result and corrected 
conflicts.

AI-04 - CPU inference timeout
qwen2.5:3b exceeded the original 600-second 
runner timeout on the long SOC prompt.

Validated the model with a small prompt, then 
increased the client timeout to 1800 seconds 
while keeping benchmark inputs unchanged.

AI-05 - Classification variability
Both models were weaker on precise FIM 
classification; 1.5B also used generic Suspicious 
labels for account/access cases.

Separated Policy Accuracy from Analyst 
Agreement and retained mandatory human 
review instead of forcing all differences into 
hard corrections.

Issue AI-04 - qwen2.5:3b exceeded the initial 600-second timeout on CPU-only inference.
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Resolution AI-01 - Deterministic policy engine produced the authoritative SSH score of 60/High and recorded the active firewall-drop state.
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16. AI Test Cases and Human Ground Truth
Test case SOC domain Evidence used Expected analyst interpretation

TC-001 SSH brute force / authentication
Rule 100102, 3 failed logins, 
fakeuser3, source 10.1.10.51, 
firewall-drop

Brute Force Attempt; 60/High; no 
successful authentication 
observed; containment triggered.

TC-002 Windows account management
Event 4722, Guest enabled, rule 
100100 Level 12

Account Manipulation; 70/High; 
authorization requires validation; 
compromise state Unknown.

TC-003 Access control / group membership
Event 4732, Remote Desktop Users, 
unresolved member SID, rule 
100101

Access Modification; 75/High; do 
not invent SID identity; 
compromise state Unknown.

TC-004 Linux FIM
/opt/it-config/security.conf deleted, 
rule 553 Level 7, root ownership 
metadata

File Deletion; 40/Medium; actor 
identity Unknown; do not infer 
root performed deletion.

Ground-truth discipline
The model never received the human ground-truth file during inference. Ground truth was used only after the run to 
evaluate the validated AI result.
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17. AI Benchmark Results
Eight benchmark runs were completed: four SOC scenarios against two local models. The final comparison 
separates post-validation policy correctness from analyst-style agreement. This avoids presenting the 
validator-enforced 100% figure as raw model accuracy.

Model Validated Policy 
Accuracy

Average Analyst 
Agreement Validator corrections Exact classifications

qwen2.5:1.5b 100.0% 45.0% 4 1 / 4

qwen2.5:3b 100.0% 61.25% 3 2 / 4

Case 1.5B Analyst Agreement 3B Analyst Agreement Interpretation

TC-001 - SSH Brute Force 100% 65%
1.5B matched the human 
classification more closely; 3B was 
more conservative.

TC-002 - Guest Enablement 20% 80%
3B performed substantially better 
on account-management 
classification.

TC-003 - RDP Group Change 40% 80%
3B performed better on access-
control classification.

TC-004 - FIM File Deletion 20% 20%
Both models showed weak 
precision on the FIM analyst 
classification.

Figure 8 - Automated consolidated benchmark generation: 8 runs processed; both models reached 100% validated policy accuracy, while 
3B achieved higher average analyst agreement and fewer corrections.

Model selection
qwen2.5:3b was selected as the preferred local Tier 1 triage model because it achieved higher average analyst 
agreement (61.25%) and required fewer validator corrections (3 vs 4). It remains advisory and requires deterministic 
controls plus human review.
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18. Final Operational Model
Layer Responsibility Authority

Endpoints
Generate Windows/Linux security telemetry 
and FIM events.

Observed telemetry

Wazuh
Collect, correlate, detect, alert and execute 
configured Active Response.

Security monitoring platform / SIEM 
function

Normalizer
Convert selected alert fields into structured 
JSON evidence.

Data preparation

Python Policy Engine
Calculate risk; define known incident and 
containment state.

Authoritative deterministic control

Ollama + Qwen 2.5 3B
Interpret evidence, classify activity, identify 
missing context and recommend analyst 
actions.

Advisory AI

Output Validator
Detect AI contradictions and enforce policy 
fields while recording corrections.

Quality gate

Human Analyst
Review context, approve 
escalation/containment and determine final 
disposition.

Final decision authority

Operational principle
Wazuh detects. Python enforces known facts. AI explains and recommends. Human judgment remains final.
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19. Lessons Learned and Skills Demonstrated
Area Demonstrated capability

SIEM / Wazuh
Deployment, agent integration, archive hunting, dashboard 
development, custom rules and Active Response.

Windows telemetry
Windows Security events, Sysmon, account-management detections 
and local group-change analysis.

Linux telemetry
journald/sshd analysis, Linux Sysmon, FIM and SSH authentication 
investigation.

Detection engineering
Custom rule development, parent-rule validation, field mapping, 
MITRE ATT&CK context and test verification.

Incident response
Evidence collection, timeline building, containment validation, 
recovery checks and recommendations.

Python / JSON
Prompt builder, deterministic policy engine, output validator, 
evaluator and consolidated benchmark automation.

Local AI / LLM evaluation
Ollama deployment, Qwen model testing, CPU performance 
troubleshooting, human ground truth and model benchmarking.

AI governance
Evidence grounding, uncertainty handling, human-in-the-loop 
design and deterministic control of consequential security state.

Core lesson
The strongest result was not that an AI model could produce a SOC narrative. It was the discovery, through testing, 
that deterministic controls and human review are necessary to make AI-assisted security triage defensible.
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20. Evidence and Artifact Index
Artifact / evidence Purpose

SOC-AI-Test-Case-001..004.json Normalized Wazuh evidence used as AI inputs.

SOC-AI-Test-Case-001..004-ground-truth.json
Independent human analyst answer keys; not exposed to the model 
during inference.

policy_engine.py Deterministic risk and incident-state policy engine.

build_prompt.py
Builds the AI prompt from playbook, evidence and authoritative 
policy.

run_ollama.py
Reusable local model runner supporting multiple models and test 
cases.

output_validator.py
Compares AI output to policy and records/corrects authoritative 
conflicts.

evaluator.py v1.1 Separates hard Policy Accuracy from soft Analyst Agreement.

benchmark_summary.py Consolidates eight benchmark results automatically.

SOC-AI-Consolidated-Benchmark.json Machine-readable cross-model benchmark summary.

SOC-AI-Benchmark-Summary.md Human-readable benchmark summary suitable for GitHub.

Wazuh screenshots
Evidence of deployment, dashboards, FIM, custom detection rules, 
SSH failures, Active Response and investigation.

Network / architecture diagrams
Document original Wazuh topology and final hybrid SOC 
architecture.

Suggested GitHub layout: README.md for the narrative; docs/ for the PDF and diagrams; runner/ for 
Python scripts; test-cases/ and ground-truth/ for evaluation evidence; results/ for validated benchmark 
artifacts; screenshots/ for labelled evidence figures.

Screenshot coverage
The PDF includes selected evidence for each major phase - deployment/integration, dashboards, custom detection, 
FIM, Active Response, investigation and AI validation - while avoiding a repetitive command-by-command 
screenshot dump.
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21. References & Credits
Technical references used to support the lab implementation, detection logic, investigation terminology and 
AI-assisted extension are listed below. Lab screenshots and benchmark results are original evidence 
captured during the build.

[1] MyDFIR (@Steve). Original project inspiration - Build a SOC Lab with Wazuh series. Reference link
[2] Wazuh Documentation. File Integrity Monitoring. Reference link
[3] Wazuh Documentation. Custom Rules. Reference link
[4] Wazuh Documentation. Active Response. Reference link
[5] MITRE ATT&CK. T1110 - Brute Force. Reference link
[6] MITRE ATT&CK. T1098 - Account Manipulation. Reference link
[7] MITRE ATT&CK. T1070.004 - File Deletion. Reference link
[8] MITRE ATT&CK. T1485 - Data Destruction. Reference link
[9] Ollama Documentation. Generate API used by the local SOC AI runner. Reference link
[10] Ollama Model Library. Qwen2.5 / qwen2.5:3b. Reference link
Source note: This report also uses the supplied project overview, investigation structure, SOC playbook, FIM/custom-rule 
reference material and collected Wazuh/terminal evidence from the lab. All IP addresses shown are private lab addresses.

https://www.youtube.com/@MyDFIR
https://ollama.com/library/qwen2.5:3b
https://docs.ollama.com/api/generate
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1110/
https://documentation.wazuh.com/current/user-manual/capabilities/active-response/how-to-configure.html
https://documentation.wazuh.com/current/user-manual/ruleset/rules/custom.html
https://documentation.wazuh.com/current/user-manual/capabilities/file-integrity/index.html
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